MHOOPMALMUOHHAA NAMATKA
OnAaA ObYHYAKLWUNXCA

C kaxgblM rogoM MONoOLEXN B UHTEPHETE CTAaHOBUTbCA Oorblle, a LUKOSIbHUKN OOHWU U3
caMbIX aKTMBHbIX Monb3oBaTenen PyHeta. Mexay Tem, NMOMMMO OFPOMHOrNO KonuvecTsa
BO3MOXHOCTEN, WMHTEPHET HEeceT M npobnembl. OTa namsitTka AOfMKHA MNOMOYb Tebe
©e3onacHoO HaxoAuUTbCA B CETW.
KoMnbloTepHble BUPYCHI
KoMnbHOTEPHBIN BUPYC - 3TO Pas3HOBUMAHOCTb KOMMbLIOTEPHbLIX NMPOrpaMmm, OTIIMYMTENBHOWN
0COBEHHOCTbIO KOTOPOWN ABMHAETCHA CNOCOOHOCTb K pa3MHOXEHUI0. B gononHeHne K aTomy,
BUPYCbl MOFYyT MOBPEAUTb WIIM  MOSIHOCTBIO YHUYTOXUTb BCE (pannbl U OaHHbIe,
NMOAKOHTPOSbHbIE MNONb30BATEND, OT WMMEHW KOToporo Obina 3anylieHa 3apakeHHas
nporpamMma, a Takke NOBPeanTb UMK Aaxe YHUYTOXUTb ONepPaLmMoHHY CUCTEMY CO BCEMM
Gannamu B Lenom. B 60nbLUMHCTBE CRyYaeB pacnpOCTPaHSOTCA BUPYChbl YEPE3 UHTEPHET.
MeTtoabl 3aLmThl OT BPE4OHOCHbIX MPOrpaMmm:
1. Vicnonb3yn COBpPEMEHHbIE OMNepauUMOHHbIE CUCTEMbI, MMEIOLLME CEPbE3HbIN YPOBEHb
3aLWMThbl OT BPEOOHOCHbLIX NPOrpamMm;
2. TlocTosiHHO YycTaHaBnuBan NadyTu (UMdpoBble 3annaTkyM, KOTOpble aBTOMaTU4eCKM
yCTaHaBNMBAKTCSA C Uenblo JopaboTkM nporpamMmmbl) M apyrme OGHOBNEHUS CBOEWN
onepaumoHHon cnuctembl. CkaymBan UX TONbKO C opuumanbHoro canta paspadoryunka OC.
Ecnu cywecTByeT pexnm aBToMatnyeckoro 06HOBMEHUS, BKIOYN €rO;
3. PaboTtan Ha cBoemM KOMMbKOTEPE NMOA NpaBamu Nonb3oBaTens, a He agMUHUCTpaTopa.
OTO He MNO3BONUT BOMbLUMHCTBY BPEOOHOCHbLIX MPOrpaMM MHCTaNMpoBaTbCs Ha TBOEM
nepcoHanbHOM KOMMbIOTEPE;
4. Ncnonb3yn aHTUBMPYCHbIE MPOrpaMMHble MPOAYKTbl M3BECTHbLIX MpPOM3BOAUTENEN, C
aBToMaTuyecknm obHoBneHnem 6as;
5. OrpaHuyb unanYecknin 4OCTYN K KOMMNbIOTEPY AN NOCTOPOHHMX NNL;
6. Vicnonb3yn BHELWHWE HOCUTENW MHOPMaLNK, TakMe Kak oneluka, AUCK nnu davn ums
WHTEPHETA, TONbKO M3 NPOBEPEHHbLIX NCTOYHUKOB;
7. He oTKpbIBa KOMMbOTEPHbIE (hansibl, NOMyYeHHbIe U3 HEHAOEXHbIX NCTOYHUKOB. [daxe
Te dpannbl, KOTOpble Npucnan TBOM 3HAKOMbIW. Jlydlle yTOYHW y Hero, oTnpasfisn fnn OH
Tebe nx.
Cetun WI-FI
Wi-Fi - 3T0 He Bug nepegayun gaHHbIX, HE TEXHOMOIMMS, a BCero nuwb 6peHa, mapka. Ewe B
1991 rogy HwugepnaHackas KomnaHuus 3apeructpupoBana  ©OpeHg "WECA", 410
obosHayano cnosocoyeTaHne "Wireless Fidelity", koTopbli nepeBoguTCa  Kak
"GecnpoBoaHasi TOYHOCTL".
[lo Hawero BpemeHu pJowna papyrasd abbpeBuartypa, KoTopas SBASETCA TakoW e
TexHonornen. Jto abbpesnarypa "Wi-Fi". Takoe HasBaHMe ObINO AAHO C HAMEKOM Ha
CTaHgapT BbiCWen 3BYyKOBOM TexHukum Hi-Fi, 4To B nepesBoge oO3HavaeT "BblCOKasd
TOYHOCTBL".
[a, 6ecnnaTHbIN UHTEPHET-AOCTYN B Kadhe, OTensax u asponoprax SBMSeTcs OTAUYHOM
BO3MOXHOCTbIO BbIXO4a B MHTEPHET. HO MHOrMe aKcnepTbl CYMTAOT, YTO OOLLEAOCTYNHbIE
Wi-Fi cetn He aBnsaoTca 6e3onacHbIMNA.
CoBetbl No 6e3onacHocTn paboTbl B 06wenocTynHbix cetax Wi-fi:
1. He nepenaBan CBOKWO nU4YHYKO WHGopMauuio 4Yepes obuwepoctynHole Wi-Fi cetn.
Pabotas B HMX, XenaTenbHO He BBOAUTL Naponu AOCTyNa, NOrMHbl U Kakne-To HoMepa;



2. Wcnonb3ynm n obHOBMAKW aHTUBUPYCHbIE NporpaMmmbl U GpaHamayep. TeM cambiM Tbl
obesonacuiwb cebsi OT 3aKkadky BUpyca Ha TBOE YCTPOMUCTBO;

3. lMpn wucnonb3oBaHun Wi-Fi oTknioun dyHkumo "O6wmin  goctyn K dannam u
npuHTepam". JaHHaa PyHKUKNA 3aKpbiTa NO YMONMYaHUIO, O4HAKO HEKOTOpPbIE NOoSib30BaTenm
aKTUBUPYIOT €€ Ans yaobcTea ncnonb3oBaHus B pabote unm yyebe;

4. He wucnonb3yn nyonuuHbin WI-FI ona nepegaynm nWYHbIX AaHHbBIX, Hanpumep Ans
BbIXO4a B coumarnbHble CETU NN B ANEKTPOHHYIO MNOYTY;

5. Mcnonb3y TOmMbko 3awmuieHHoe coeguHeHne depe3 HTTPS, a He HTTP, T.e. npwu
Habope Beb-agpeca BBOAM MMeHHO "https://";

6. B mobunbHom TenedoHe oTkntoun dyHkumio "lMoakntoveHne k Wi-Fi aBTomatmnyeckn”.
He ponyckan aBTOMaTU4eCKOro NOAkMyeHnsa yctpouctBa k cetam Wi-Fi 6e3 TBOero
cornacus.

CouuanbHble ceTu

CoumanbHble CETU aKTUBHO BXOASAT B HaLLy XW3Hb, MHOTME Nniogn paboTatoT u XUBYT Tam
NOCTOSIHHO, a B Facebook yxe 3apernctpupoBaH MUNMap4 YenoBekK, YTo ABNAeTCA OQHON
ceabMoun Bcex xutenen nnaHeTbl. MHOrMe nonb3oBaTenn He NOHMMAaLOT, YTO MHpopMaLm4,
pasMelleHHas UMW B couMaribHbIX CETAX, MOXeT OblTb HangeHa M MUCMNofb3oBaHa Kem
yrogHo, B TOM yncne He 06s13aTenbHO ¢ BnarmMmm HaMepeHUsaMM.

OcHoBHble coBeTbl M0 6e30MacHOCTU B CoLManbHbIX CETAX:

1. OrpaHnyb cnucok Apysen. Y Teba B Apy3bsiX He [JOMKHO OblTb CryYyanHbIX W
HEe3HaKOMBbIX foaen;

2. 3awmuan CBOK 4YacTHYH XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty
TBOENO POXAEHUA W  OPYrylo JIMYHYO  MHOPMaUMo.  3MOYMbILLSIEHHUKM  MOryT
MCNonb3oBaTh Jaxe MHGOPMaUUo O TOM, Kak Tbl U TBOW POAUTENN NnaHUpyeTe NpoBecTu
KaHWKYnbl;

3. 3awmiian cBol penytauuio - epXu ee B YUCTOTe M 3agaBan cebe Bonpoc: xoten Obl
Thbl, YTOObI Apyrne nonb3oBaTenu BUAENWU, YTo Thbl 3arpyxaewb? Mogyman, npexae yem
4YTO-TO onybnukoBaTb, HaNUcaTb U 3arpysunThb;

4. Ecnn Tbl roBOpULLb C NIOABMU, KOTOPbIX HE 3HaEeLlb, HE UCMOMb3yn CBOE pearibHoe UMA
N OPYryro NUYHY0 MHOPMaLUUK: UMSA, MECTO XUTENbCTBA, MECTO y4ebbl N Npoyee;

5. N3beran pasmeLlennsa dotorpacdpun B MUHTepHeTe, rae Tbl M306pakKeH Ha MECTHOCTU, Mo
KOTOPOW MOXXHO ONpeaennTb TBOE MECTOMONOXEHWE;

6. Mpun pernctpaumm B counanbHOW CETU HEODXOAMMO MCMNONb30BaTb CIOXHbIE Maponu,
cocrosime u3 6yks 1 UMMP M C KONMYECTBOM 3HAKOB He MeHee 8;

7. Ons coumnanbHOW CeTWn, NOoYTbl U OPYrMX CanToB HEOBXOAMMO WUCMONb30BaTh pa3Hble
naponu. Torga ecnu Tebs B3NOMaloT, TO 3MOYMbILWSEHHUKN NOAydYaT AOCTYN TOMbKO K
OLHOMY MECTY, a He BO BCce cpasy.

ONEKTPOHHbIE OEHBLIN

ONEeKTPOHHbIE AEeHbIMM - 3TO O4YeHb YAOOHbIM crnoco® nnaTexen, OQHaKO CyLeCTBYHOT
MOLLEHHUKWN, KOTOPbIE XOTAT NOMYYUTb 3TU AEHbLIW.

ONEKTPOHHbIE OeHbrMM MOSIBUNIUCb COBCEM HEOaBHO M MMEHHO M3-3a 3TOr0 BO MHOMMX
rocygapcTeax o CUX Nop He NPONUcaHo NPo HUX B 3aKOHaX.

B Poccun xxe oHM (PYHKLMOHUPYIOT M O HUX YXKe NPONUCcaHo B 3aKOHe, rae UX pasgenstoT
Ha HECKONbKO BMOOB - aHOHMMHbIE U HE aHOHUMHble. Pa3HuLa B TOM, YTO aHOHUMHbIE -
3TO Te, B KOTOPbIX paspellaeTcs npoBoguTb onepaumm 6e3  mnageHTMdukaumm



nonb3oBaTend, a B HEaAHOHUMHbIX WAeHTUdUKaUMA  nonb3oBaTens  ABnseTcd
obszaTenbHoNn.

Takke crnegyeT pasnuyatb 3MEKTPOHHble (MaTHble OeHbrM (paBHbl rOCY4apCTBEHHbIM
BanTaM) U 3reKTPOHHble HednaTHblE AeHbI (He paBHbl rOCYAapPCTBEHHbLIM BanioTam).
OcHoBHble coBeTbl N0 6e3onacHon paboTe € 3NEKTPOHHbIMU AEHbraMMU:

1. MNpuBskKM K cyYeTy MOBUNbHBIN TenegoH. JTO cambli YAOOHbLIN U BbLICTPbIA CNOCO6
BOCCT@HOBUTb AOCTYN K c4yeTy. [puBA3aHHbIN TenedoH NOMOXKET, ecnv 3abyaellb CBOW
nyaTeXxHbl Naponb Uy 3anfellb Ha CanT C HE3HAaKOMOro YCTPOWUCTBA;

2. Vicnonb3yi ogHopasoBble naponu. lNocne nepexoga Ha yCUIEHHYO aBTopu3aunio tebe
yXXe He ByaeT yrpoxaTb ONacHOCTb KpaXu v nepexsara nnaTexHoro napons;

3. Bbibepu cnoxHbl naponb. NpecTynHukam 6yaeT He NPoCTo yragaTh CROXHbIN Naporb.
HagexHble naponu - 370 Naponu, KoTopble cogepXxaT He MeHee 8 3HAKOB M BKNIOYaloT B
cebs CTpOYHble M nponucHble ByKBbl, LUMMPbLI U HECKONbKO CMMBOJSIOB, Takme Kak 3Hak
aonnapa, dyHTa, BocknuuaTtenbHbIn 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOOW CBOV NNYHbIE AaHHbIE HA canlTax, KOTOPbIM He JoBepsieLlb.

OnNeKTPOHHas noyta

ONeKTPOHHasA noyTa - 3T0 TEXHOSOMMSA U NpedocTaBnsieMble el yCryrm no nepecobisike u
NOMYYEHMIO 3MNEKTPOHHbIX COOOLLEHNI, KOTOPbIE pacnpenensatoTCa B KOMMNbIOTEPHON CETU.
O6bl4HO  ONEKTPOHHbIA  MOYTOBbLIN  AWMK  BbIMSAUT  cnegylowmumMm  obpasom:
UMS_nonb3oBatensa@uMsa_aoMeHa. Takke Kpome nepefadm npocToro TekcTa, UMeeTcd
BO3MOXHOCTb Nnepenasatb oansibl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ 3NEeKTPOHHOM MOYTON:

1. Hago BbiOpaTb NpaBusibHbIA NOYMTOBLIA CepPBUC. B MHTEpHETE €CTb OrpOMHbIN BbIGOp
BGecnnaTHbIX MOYTOBbIX CEPBUCOB, OAHAKO fyylle [OBepsATb TeM, KOro 3Haelb W KTO
nepBbIN B PENTUHTE;

2. He ykasbiBal B JfIM4HOM MOYTE NUYHYKO MHopmaumio. Hanpumep, nydwe BbiOpaTb
"My3blKanbHbIn_aHaT@" nnm "pok2013" BmecTo "temal3";

3. Vcnonb3yn OByxaTarnHy aBTopu3auuio. 3TO Korda NMOMUMO Maporis HYXXHO BBOAMTb
Kod, npucbinaemsin no SMS;

4. Bbibepn crnoxHbli naponb. [Ons Kaxaoro MOYTOBOro silMKa [OSmMKeH ObiTb CBOW
HaZEXHbIW, YCTONYMBBIN K B3NTOMY Naporib;

5. Ecnu ecTb BO3MOXHOCTb HanmMcaTtb CamMOMYy CBOW JIMYHLIM BOMPOC, MUCMNOSIb3Yyn 3Ty
BO3MOXHOCTb;

6. Mcnonb3ym HECKONbKO MNOYTOBbIX SAWMKOB. [lepBbli Ond 4acTHOW MNepernuckn ¢
agpecaTamMu, KOTOpbIM Tbl AOBeEpSELlb. JTO 3MEKTPOHHbIA agpec He Hago MCMNoNb30BaThb
npu pernctpauum Ha oopymax u cantax;

7. He oTkpbiBan dhanrnbl 1 gpyrne BROXEHUS B MMCbMaXx, AaxXe eCnu OHW NPULLN OT TBOMUX
apy3en. Jlydlie yTo4HM y HUX, OTNpaBnsany nu oHn Tebe atn hannsi;

8. NMocne okoH4YaHMsA paboTbl Ha MOMTOBOM CEpPBUCE NEPEA 3aKpbITUEM BKNaAKM ¢ CauToM
He 3abyab HaxaTb Ha "Bbitn".

KnbepOynnuHr unmn sBuptyanbHoe u3geBaTenbCcTBo

KnbepbynnuHr - npecnegoBaHmMe cOOOLEHNAMK, cogepKalummm ockopbneHus, arpeccuio,
3anyrmpaHue; XyruraHcTBo; coumanbHoe OGONKOTUPOBaAHWE C MOMOLLBIO  PasfnYHbIX
NHTEPHET-CEPBUNCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKMbepOynMHIoM:



1. He 6pocanica B 6on. Jlydwmin cnocob: nocoBeToBaTbCs Kak ceba BECTU U, eCnu HeT
TOro, K KOMYy MOXHO 0OpaTUTbCHA, TO BHa4ane ycrnokouTbcs. Ecnn Tbl HayHelwb OTBeYaTb
OCKOpBNeHnsaMM Ha 0CcKopOeHnst, TO TONbKO eLle BonbLle Pa3oXKeLLb KOH(INKT;

2. YnpaBnam cBoen knbeppenytaumen;

3. AHOHMMHOCTb B ceTM MHuMas. CyLlecTBYHT CMNOCOObl BbIACHWUTb, KTO CTOMT 3a
@HOHMMHbIM aKKayHTOM,;

4. He ctouT BeCTU XynuraHckui obpas BUPTyanbHOM XU3HU. NHTEpHET duKcupyeT Bce
TBOW OENCTBUSA N COXPaHSET UX. YaanuTb ux ByaeTt KpanHe 3aTpyaHUTENbHO;

5. Cobntogan cBow BUPTYanbHY YECTb CMOoAy;

6. NrHopupyn eguHuyHbIn HeratmB. OgHOpa3oBble OCKOPOUTENbHbIE COODLLEHMS ny4lle
nrHopmpoBaTtb. OBbI4HO arpeccus NpekpaLlaeTcsa Ha HavyanbHON CTaauu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOBLLEHUAMMU, B COLMANbHbIX
CETAX eCTb BO3MOXHOCTb BNOKMPOBKN OTMPaBKN COOBLLEHNIA C ONpeaeneHHbIX aapecoB;

8. Ecnm TbI cBugetenb kubepbynnuHra. TBOM OENCTBUSA: BbICTYNUTb  MPOTUB
npecnegosarerssi, Nokasatb emy, YTO ero AeCTBUSA OLIeHMBAIOTCS HeratMBHO, nogaepXartb
XXEepTBY, KOTOPOW Hy>XHa MNCUXONormyeckas mnomollb, COOBWMTb B3pocnbiM O hakTe
arpeccuBHOIo NOBEAEHUS B CETH.

Mo6unbHbI TenedoH

CoBpemeHHble cmapTdOHbl W nnaHweTbl cogepXaT B cebe BMofnHe B3pOCHbin
YyHKUMOHAN, 1 Tenepb OHW MOTYT KOHKYpPUPOBaTb CO CTaUMOHAPHbIMW KOMMbHOTEPAMM.
OpHako, cpefcTB 3awwmTbl Ans NOAOBHbIX YCTPOMCTB MOKa 04eHb Masno. TecTupoBaHue U
MOUCK YA3BMMOCTEN B HMUX MPOMCXOOUT HE Tak MHTEHCMBHO, kak ansa K, 1o e camoe
KacaeTcst U MOBUMbHbLIX NPUITOXKEHUIA.

CoBpemMeHHble MOBUIbHbIE Bpays3epbl y)Ke NpakTUYeckn AOrHanu HacTOfbHble aHamnoru,
O[HaKO pacluMpeHne (pyHKUMoHana BredeT 3a cobon GOonbLUy CROXHOCTb U MEHbLLYIO
3aLMLLEHHOCTb.

[laneko He Bce NPOU3BOAUTENWN BbINyCKAOT OOHOBIEHMS, 3aKpbiBaKOLWME KPUTUYECKUE
YyS1I3BMMOCTM 4151 CBOMX YCTPOUCTB.

OcHoBHble coBeTbl Anst 6e3onacHOCT MOBUNbLHOro TenedoHa:

Huyero He sBnsieTcs no-Hactoswemy becnnatHbiM. byab OoCTOpoXeH, Begb Korga Tebe
npeanaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAKME-TO MaTHbIE YCRyru;
Hdyman, npexge yem otnpaBnte SMS, doTo unm Bngeo. Tbl TOYHO 3Haelb, rae oHu byayT
B KOHEYHOM uTore?

Heobxoanmo o6HOBNATL ONEPALMOHHY0 CUCTEMY TBOErO CMapTdOHa;

Ncnonb3yn aHTUBMPYCHbIE NporpamMMbl AN MOOGUIbHbIX TENe(OHOB;

He 3arpyxan npunoxeHmss OT HEU3BECTHOr0 WCTOYHWMKA, BEAb OHWM MOryT coaepXaTb
BpeL4OHOCHOE nporpammMmHoe obecneveHue;

[Mocne TOro kak Tbl BblMAelWwb C cauTa, rge BBOAUM JNUYHYKO MHopMauuio, 3angm B
HacTpownkn 6paysepa n yaanm cookies;

Mepuogunyeckn NpoBepsiv, Kakne nNnatHble YCryrn akTMBMpPOBaHbl HA TBOEM HOMEPE;
[aBan cBon HoMep MOBUNbHOro TenedgoHa TOMbKO fOASAM, KOTOPbLIX Thbl 3HAELUb U KOMY
AoBepsieLLb;

Bluetooth gormkeH GbITb BbIKNHOYEH, KOrga Thl UM He nonb3yewbcd. He 3abbiBan nHorga
NpoBepATb 3TO.

Online wvrpbl



CoBpeMeHHble OHMavH-Urpbl - 9TO KpacOYHble, 3axBaTblBalOLlMe pasBlievyeHus,
obbeguHsaLMe COTHU TbICAY YenoBeK No Bcemy mupy. Arpoku mccnenyot AaHHbIA UM
mMup, obLiatTca Apyr C APYroM, BbIMONHAKT 3afaHusi, CpaXarTCcd C MOHCTpamu U
nony4aroT onbIT. 3a yAOBOMbLCTBUE OHW NNATAT: NOKynawT AUCK, onfadymBaoT aboHEMEHT
nNn NpMobpeTarT Kakme-To OnuUmnK.

Bce atm cpenctBa vayT Ha nopAepXaHve W pasBuTME WUIMpbl, @ Takke Ha camy
6e30MacHOCTb: COBEPLLEHCTBYHOTCA CUCTEMbl aBTOpU3aLMK, BbIMYCKAOTCA HOBblE MNaTym
(umdbpoBble 3annaTky A4ns NporpaMm), 3aKpbiBalOTCA YA3BUMOCTU CEPBEPOB.

B nogobHbIX urpax CTOUT onacatbCs HE CTOMbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXu
TBOEro Napons, Ha KOTOPOM OCHOBaHa CMCTemMa aBTopu3aumnmn 6onbLUMHCTBA Urp.
OcHoOBHble coBETbI N0 6€30NacHOCTM TBOErO MIPOBOIO akKayHTa:

1. Ecnn gpyron nrpok Beget cebst nnoxo unm cosgaet Tebe HenpuATHOCTU, 3abnokupym
€ro B Cr1CKe UrPOKOB;

2. MNoxanyncsa agMUHUCTPATOpaM Urpbl Ha NIIOXOe rnoBefeHue 3TOro Urpoka, xenaTtenobHo
NPUITOXNTb Kakne-To JoKa3aTenbCTBa B BUAE CKPUHOB,

3. He ykasbiBan nn4yHy0 MHopMauuio B npodanse urpbl;

4. YBaxan Opyrux y4acTHUKOB MO UIPe;

5. He yctanHaBnuBanm HeouumanbHble natin n Mofbl;

6. Micnonb3yi CroXHble 1 pasHble Naponu;

7. Jaxe BO BpemMs urpbl He CTOMT OTKMYaTb aHTMBUMpyc. [Moka Tbl urpaewb, TBOW
KOMMNbIOTEP MOTYT 3apasnTb.

PULNHT NN Kpaxka NUYHbIX OAHHbIX

OOGbIYHOM Kpaxen OeHer U JOKYMEHTOB CErOfHS yXXe HUKOrO He yOUBULLb, HO C pasBUTMEM
WHTEPHET-TEXHOMNOMN 3MIO0YMbILLNIEHHUKM MEPEMECTUNIUCE B WHTEPHET, U MNpOoAoSKatoT
3aHMMaTbes "ndumbIM" Aenom.

Tak nosiBunacb HoBasi yrposa: WHTEPHET-MOLLUEHHUYECTBA WUNU OULLKUHE, FNaBHad Uenb
KOTOPOro COCTOUT B NOMyYeHUN KOH(pMAEHUManbHbIX JaHHbIX MNOfb30BaTenem - JIOrMHOB U
naponen. Ha adrnunckom a3bike phishing unMtaetcs kak douwuHr (ot fishing - pbibHas
noens, password - naporsb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLMHIOM:

1. Cnegn 3a cBouM akkayHTOM. Ecnu Tbl nogospeBaellb, 4YTO TBOA aHketa 6Obina
B3rloMaHa, T0 HeobxoamMmMo 3abnoknmpoBaTtb €€ 1 coobLLMTb agMMHUCTpaTopam pecypca o6
3TOM KakK MOXHO CKopee;

2. Wcnonb3yn Ge3onacHble Be6-canTbl, B TOM 4MCre, MHTEPHET-MarasmHOB M NMOUCKOBbIX
cucTem;

3. Ncnonb3yn crioxHble U pasHble naponu. Takmm obpasom, ecnn Tebs B3nomaroT, TO
3M0YMbILUSIEHHMKM NofyYaT AOCTYN TOMbKO K OQHOMY TBOEMY Mpodusio B CETU, a He KO
BCEM;

4. Ecnu 1ebs B3nomanun, To HeobxoaMMo NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpbIE
pobaeneHbl y Teba B Apy3bsiX, O TOM, YTO Tebsa B3fioManu U, BO3MOXHO, OT TBOEFO UMEHM
OyaeT paccbinatbCs Cnam M CCbIfKM Ha (PULLIMHIOBLIE CauThl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MobunbHbIM TeNedoH;

6. OTKNOYM coxpaHeHne naposns B bpaysepe;

7. He oTkpbiBan thannbl 1 gpyrne BNoXeHNsa B NMCbMax, Aaxe eCrii OHM MPULLAN OT TBOMX
Apysen. Jlydiwe yTouHU y HUX, OTNpaBnanu niv oHn Tebe atn pannel.

Lindpposas penytauyus



LincppoBas penytauus - 310 HeratMBHasi unyM No3uvTMBHas MHopmaumsi B cetn o Tebe.
KomnpomeTtupytowass nHpopmaums, pasmMelleHHass B WHTEPHETEe, MOXET Cepbe3HbIM
obpa3om oTpasnTbCa Ha TBOEW peanbHoW Xu3Hu. "LindpoBas penyTtaums" - aT0 TBOWM
UMUK, KOTOPbIN hopMmpyeTca N3 nHopmMauumn o Tebe B UHTEPHETE.

TBOE MecCTO XUTenbCTBa, y4ebbl, TBOE (PMHAHCOBOE MOSIOXeHMEe, OCOBEHHOCTU XapakTepa
N pacckasbl 0 6rin3kux - BCe 3TO HaKannMBaeTCcs B CETU.

MHorne nogpocTKU NErkKOMbICIIEHHO OTHOCATCA K nybnvkauMmM nMYHOW WHopmauun B
NHTepHeTe, He NOHMMasa BO3MOXHbIX NOCNEACTBUI. Thbl JaxXe He CMOXellb JoraaaTtbCs O
TOM, YTO hoTorpacums, pasmelieHHas 5 neT Hasag, ctTana NPUYMHON OTKasa NPUHATL Tebsd
Ha paboTy.

KommeHTapuu, pasmelleHne TBoux otorpadum u gpyrne enCcTBUA MOryT HE UCHE3HYTb
Aaxe nocrie Toro, Kak Tbl UX yAanuib. Tbl HE 3HaELlb, KTO COXpaHwun 3Ty MHopmauuto,
nonana nn oHa B NOUCKOBbIE CUCTEMbI U COXpPaHUach N OHa, a rnaBHoe: YTO nogymatoT
0 Tebe oKkpyxaroLime naun, KoTopble HanayT U yBUOAT 3T10. Hantu nHdopmaumo MHOro
NeT cnycTa CMOXET Ntobon - kak n3 o6pbIX NOBYXAEHUA, Tak U C HAMEPEHNEM NPUYNHUTD
Bpend. OTO MOXeT ObITb KTO YrOAHO.

OcHoBHbIe coBeTbI MO 3aLnTe LUGPOBON penyTaunn:

1. MNogyman, npexge 4em 4tOo-TO nybnmkoBaTb W nepegaBatb y cebsi B Grnore wvnu B
coumanbHON CETH;

2. B HacTpoukax npodunga yCTaHOBWU OrpaHUyYeHust Ha NPOCMOTP TBOEro nNpodunsa un ero
coaepXumMoro, caernam ero Tosnbko "ansa gpysen”;

3. He pasmelan n He ykasbliBa MH(OPMaLMIO, KOTOpaa MOXET KOro-nnmbo ockopbnsatb
nnm obmxartb.

ABTOpPCKOE NpaBo

CoBpeMeHHble LWKOSbHUKM - aKTUBHbIE NoNnb3oBaTenu umdpoBoro npoctpaHcTea. OgHako
Aaneko He BCe 3HalT, YTO MNOSb30BaHWE MHOMMMU BO3MOXHOCTSMWU LMEPOBOro Mupa
TpebyeT cobniogeHnst NpaB Ha MHTENNEKTyanbHyt0 COOCTBEHHOCTb.

TepMUH "MHTennekTyanbHas COBCTBEHHOCTL" OTHOCUTCA K pPasfnyHbiM TBOPEHMUSM
4YernoBevyecKoro yma, HayumHaa C HOBbIX M300peTeHu u  3HakoB, 0O603HaYaKoLLMX
COBCTBEHHOCTb Ha MNpPoOAyKTbl W YCNyrn, W 3akaHymBas KHuramu, oTorpadumsamu,
KMHOUITbMaMK 1 My3blKanbHbIMU MPON3BEAEHUSIMMU.

ABTOpCKME npaBa - 3TO NpaBa Ha WHTENMeKTyanbHyt0 COBCTBEHHOCTb Ha Npou3BeaeHUs
HayKu, NnuTepaTypbl U UCKycCcTBa. ABTOPCKUE Mpasa BbICTYNakT B KA4eCTBe rapaHTUu Toro,
YTO WHTENNEeKTyarnbHbIN/TBOPYECKUA TPy astopa He 6OyageT HanpacHblM, [acT emy
crpaBeanvBble BO3MOXHOCTM 3apaboTaTb Ha pesynbratax CBOero Tpyda, MOony4vuTb
N3BECTHOCTb M Npu3HaHune. HukTo 6e3 paspelueHuss aBTopa He MOXET BOCMNPOU3BOOUTH
ero npousBefeHue, pacnpocTpaHaTb, MNybnMYyHO OEeMOHCTpMpOoBaTb, NpogaBaThb,
MMNOPTMPOBaTb, MNyckaTb B MNpPOKaT, MNyOGMUYHO MWCMNOMHATb, MOKa3blBaTb/UCMOMHATL B
adupe unu pasmeLlatb B VIHTepHeTe.

Mcnonb3oBaHue "nmpaTtckoro” nporpammMHOro obecneyeHms MOXeT NpUBECTM K MHOMM
puckam: OT NoTepu AaHHbIX K TBOMM akkayHTam O GNOKMpOBKWM TBOEro yCTPOWCTBa, rae
yCTaHOBMEeHa HerneranbHas nporpamma. He ctouT Takke 3abbiBaTb, YTO CyLLECTBYHOT
neranbHble N 6ecnnatHble NPorpaMmbl, KOTOPbIE MOXXHO HANTU B CETH.

O noptane

CeTeBMYOK.pdp - TBOM [MaBHbIM COBETYMK B CeTU. 34eCb Tbl MOXELWb Y3HaTb O
BGe3onacHOCTM B CETU TMOHATHbIM W  OOCTYMNHbIM $S3bIKOM, a MNpU BO3HWKHOBEHUU



KPUTMYECKON CUTyaumMm obpaTnTbCs 3a COBETOM. A Takke MPUHSTL y4acTue B KOHKypcax U
cTaTb caMbIM LMAPOBbLIM rpaxaaHnHom!



